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LISTING OP CLAIMS 

1. (currently amended) An ad-hoc radio communication 

verification system, comprising: 

means for sending data for verification data generation 

from one data send/receive device to the other send/receive 

device, wherein the two send/receive devices are mutually 

connected by an ad-hoc radio connection; 

in the one data send/receive device, means for 
generating verification data from the sent data for 
verification data generation produced using baocd on a first 
generation algorithm and outputting the generated 
verification data to its own verification data output 
section; 

in the other data send/receive device, means for 
generating verification data from the received data for 
verification data generation produced using baaed on the 
first generation algorithm and outputting the generated 
verification data to its own verification data output 
section; and 

means for determining whether the verification data at 

the verification data output sections of both the data 

send/receive devices matches mutually^ 
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wherein the first crenPr a M on a i CTnri fhm qenerarpfi a 
plurality of verification H ^ ta, uh^xn for earh 
verification data, it is derprmin ^ whether ^ a verifi^i-i^ 
data at the verification Hat* o u tput S PrH ons of hnt-h 
data send/receive device s match mutually . 

2- (original) The ad-hoc radio communication verification 
system according to claim 1, wherein the verification data 
is visual or auditory verification data. 

3. (original) The ad-hoc radio communication verification 
system according to claim 1, wherein the verification data 
is output at the verification data output section both in 
the visual form and auditory form. 

4. (currently amended) The ad-hoc radio communication 
verification system according to claim 1, further 
comprising: 

means for defining a function as an operator, for 
defininq a numeric on which the operator operates as an 
input to the operator, and for defining an operation 
result of the operator as an output of the operator; 
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means for establishing a serial sequence of operators 
that are composed of more than one e* — more — && operators 
arranged in series, wherein the operators relate to the same 
or different one-way functions; and 

means for letting an input to the serial sequence of 
operators be the data for verification data generation and 
an output from the serial sequence of operators or a 
corresponding value be the verification data, 

5. (canceled) 

6. (currently amended) The ad-hoc radio communication 
verification system according to claim 1 claim 5 , further 
comprising: 

means for defining a function as an operator, for 
defining a numeric on which the operator operates as an 
input to the operator, and for defining an operation 
result of the operator as an output of the operator; 

means for establishing a serial sequence of operators 
that are composed of two or more of operators arranged in 
series, wherein the operators relate to the same or 
different one-way functions; / 
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means for letting an input to the serial sequence of 
operators be the data for verification data generation and 
outputs of two or more of operators selected from all 
operators composing the serial sequence of operators or 
corresponding values be the verification data respectively; 
and 

means for determining for each verification data 
whether the verification data match mutually at the 
verification data output sections of both the data 
send/receive devices. 

7. (currently amended) The ad-hoc radio communication 
verification system according to claim 3 claim S , further 
comprising: 

means for defining a function as an operator, for 
defining a numeric on which the operator operates as an 
input for the operator, and for defining an operation 
result of the operator as an output of the operator; 

means for establishing a plurality of operators that 
relate to mutually different one-way functions; 

means for letting the data for verification data 
generation be a common input to each operator and an output 
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of each operator or a corresponding value be the 
verification data respectively; and 

means for determining for each verification data 
whether the verification data match mutually at the 
verification data output sections of both the data 
send/ receive devices. 

8. (original) The ad-hoc radio communication verification 
system according to claim l, wherein the data for 
verification data generation is a public key of either data 
send/receive device. 

9. (currently amended) An ad-hoc radio communication data 
send/receive system utilizing the ad-hoc radio communication 
verification system according to claim 8, comprising: 

for each user, a portable terminal having a radio 
communication function and a personal computer having a 
radio communication function that arc oimed by each uocr , 
wherein the portable terminal and personal computer of each 
user are connected by a secure communication path; and 
wherein each portable terminal comprise transmission m«»«n« 
whereby when the ad hoc radio communication verification 
oyotom vcrifico tlm L a public key Kp of one user is 
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transmitted from the portable terminal of the one user to 
the portable terminal of the other user without being 
tampered with, as determ ined bv the ad-hor r.rtin 
communication system, and the public key Kp is transmitted 
from the portable terminal to the personal computer of each 
User ' and wherein each personal compu t er comprises means tn 
generate a symmetric key Kc snrh fh a< - the personal 

computer of the other user generates a symmetric key Kc 
p roduced using baaed on a second generation algorithm, while 
the personal computer of the one user generates the 
symmetric key Kc produced using baaed on the second 
generation algorithm from information including a random 
number and an identifier for the second generation algorit-hm 
transmitted from the personal computer of the other user in 
cipher using according to the public key; and thereafter 
both the personal computers send and receive data in cipher 
usin fl according to the symmetric key Kc. 

10. (currently amended) An ad-hoc radio communication data 
send/receive system utilizing the ad-hoc radio communication 
verification system according to claim 8, comprisin g, for 
each user, a portable terminal having a radio communication 
function and a personal computer having a radio 
JP920000134US1 -8- 
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communication function that are owned by each user, wherein 
the portable terminal and personal computer of each user are 
connected by a secure communication path; when the ad-hoc 
radio communication verification system verifies that a 
public key Kp of one user is transmitted from the portable 
terminal of the one user to the portable terminal of the 
other user without being tampered with, and wherein each 
personal computer compri ses means to generate a symmetric 
key Kc such that the portable terminal of the other user 
generates a symmetric key Kc produced using based on a 
second generation algorithm, while the portable terminal of 
the one user generates the symmetric key Kc produced using 
based on the second generation algorithm from information 
transmitted from the portable terminal of the other user in 
cipher according to the public key, then the symmetric key 
Kc is transmitted from the portable terminal to the personal 
computer of each user; and thereafter both the personal 
computers send and receive data in cipher using according to 
the symmetric key Kc- 
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11. (currently amended) An ad-hoc radio communication data 
send/receive system, comprisin g, for each a portable 

terminal having a radio communication function and a 
personal computer having a radio communication function that 
are owned by each user, wherein the portable terminal and 
personal computer of each user are connected by a secure 
communication path; when it is verified that a public key Kp 
of one user is transmitted from the portable terminal of the 
one user to the portable terminal of the other user without 
being tampered with, the public key Kp is transmitted from 
the portable terminal to the personal computer of each user, 
and wherein each personal co m puter metises m^n* f„ 
generate a symmetric kev Kc snrh tne personal 

computer of the other user generates a symmetric key Kc 
produced using booed on a second generation algorithm, while 
the personal computer of the one user generates the 
symmetric key Kc produced using baaed or- the second 
generation algorithm from information including a random 
number and an identifier for the .s e cond generation algorithm 
transmitted from the personal computer of the other user in 
cipher according to the public key; and thereafter both the 
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personal computers send and receive data in cipher using 
according to - the symmetric key Kc. 

12. (currently amended) An ad-hoc radio communication data 
send/receive system, comprisin g, for each „«»r r a portable 
terminal having a radio communication function and a 
personal computer having a radio communication function that 
are owned by each user, wherein the portable terminal and 
personal computer of each user are connected by a secure 
communication path; when it is verified that a public key Kp 
of one user is transmitted from the portable terminal of the 
one user to the portable terminal of the other user without 
being tampered with, and wherein eat* n^r^ na i romnn t- or 
comprises means to generate * symmetric-: kev Kc snrh t-h a t- the 
portable terminal of the other user generates a symmetric 
key Kc Produced using baaed on a second generation 
algorithm, while the portable terminal of the one user 
generates the symmetric key Kc produced using based on the 
second generation algorithm from Information transmitted 
from the portable terminal of the other user in cipher 
according to the public key, then the symmetric key Kc is 
transmitted from the portable terminal to the personal 
computer of each user; thereafter both the personal 
JP920000134US1 -H- 
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computers send and receive data in cipher according i» 

the symmetric key Kc. 



13. (currently amended) A method for verifying an ad-hoc 
radio communication, comprising the steps of: 

sending data for verification data generation from one 
data send/receive device to the other send/receive device, 
wherein the two send/receive devices are mutually connected 
by an ad-hoc radio connection; 

in the one data send/receive device, generating 
verification data from the sent data for verification dat 
generation produced uaing baood on a first generation 
algorithm and outputting the generated verification data to 
its own verification data output section; 

in the other data send/receive device, generating 
verification data from the received data for verification 
data generation produced using baocd on the first generation 
algorithm and outputting the generated verification data to 
its own verification data output section; and 

determining whether the verification data at the 
sections of both the data sections of both the data 
send/receive devices matches mutually^ 



a 
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wherein the first a^npr^ ion algorithm aener^P. a 

plurality of verification dat*. wherein f or each 

verification data, it j s determi n ed whether the verifi^Hn. 
data at the verification da t a output sections of both rh P 
data send/receive devic es match mutually . 

14. (original) The method according to claim 13, wherein the 
verification data is visual or auditory verification data. 

15. (original) The method according to claim 13, wherein the 
verification data is output at the verification data output 
section both in the visual form and auditory form. 

16. (currently amended) The method according to claim 13, 
further comprising the steps of: 

defining a function as an operator, defining a numeric 
on which the operator operates as an input to ^i- the 
operator, and defining an operation result of the operator 
as an output of the operator ; 

establishing a serial sequence of operators that are 
composed of more than one or more of operators arranged in 
series, wherein the operators relate to the same or 
different one-way functions; 

JP920000134US1 -13- 
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letting an input to the serial sequence of operators 
be the data for verification data generation and an output 
from the serial sequence of operators or a corresponding 
value be the verification data. 

17. (canceled) 

18. (currently amended) The method according to claim 13 
claim 1 -3-, further comprising the steps of: 

defining a function as an operator, defining a numeric 
on which the operator operates as an input t& ef- the 
operator and defining an operation result of the operator as 
an output of the operator; 

establishing a serial sequence of operators that are 
composed of two or more of operators arranged in series 
wherein the operators relate to the same or different 
one-way functions; 

letting an input to the serial sequence of operators 
be the data for verification data generation and outputs of 
two or more of operators selected from all operators 
composing the serial sequence of operators or corresponding 
values* be the verification data respectively; and 

determining for each verification data whether the 
JP920000134US1 -14- 
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verification data match mutually at the verification data 
output sections of both the data send/receive devices. 

19. {currently amended) The method according to claim 13 
claim 17 , further comprising the steps of: 

defining a function as an operator, defining a numeric 
on which the operator operates as an input to the 
operator, and defining an operation result of the operator 
as an output of the operator; 

establishing a plurality of operators that relate to 
mutually different one-way functions; 

letting the data for verification data generation be a 
common input to each operator and an output of each operator 
or a corresponding value be the verification data 
respectively; and 

determining for each verification data whether the 
verification data match mutually at the verification data 
output sections of both the data send/receive devices. 

20. (original) The method according to claim 13, wherein 
the data for verification data generation is a public key of 
either data send/receive device. 

JP920000134US1 



PAGE 1 W3S * RCVD AT 4/5/2005 9:30:31 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-1/0 * DNIS:8729308 * CSID:9149021973 * DURATION (mm-SS):10-38 



Rpr 05 05 08: 25p 



RUNE V. DOUGHERTY 



9149621973 



p. 17 



Serial No. 09/884,672 
Art Unit No. 2134 

21. (currently amended) The method for sending and receiving 
ad-hoc radio communication data, utilizing the verification 
method according to claim 20, comprising: a portable 
terminal having a radio communication function for each „«Ar 
and a personal computer having a radio communication 
function for fhnt arc u mi c j by each user, wherein the 
portable terminal and personal computer of each user are 
connected by a secure communication path; when the 
verification method verifies that a public key Kp of one 
user is transmitted from the portable terminal of the one 
user to the portable terminal of the other user without 
being tampered with, the public key Kp is transmitted from 
the portable terminal to the personal computer of each user, 
then the personal computer of the other user generates a 
symmetric key Kc produced using baood on a second generation 
algorithm, while the personal computer of the one user 
generates the symmetric key Kc produced using baaed on the 
second generation algorithm from information including a 
random number and an identifier for the second a CT pr a Hn n 
alqorithm transmitted from the personal computer of the 
other user in cipher according to the public key; and 
thereafter both the personal computers send and receive data 
in cipher using according t o the symmetric key Kc. 
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22. (currently amended) The method for sending and-receiving 
ad-hoc radio communication data, utilizing the verification 
method according to claim 20, comprising: a portable 
terminal having a radio communication function for each n«»r 
and a personal computer having a radio communication 
function for. that arc otmod by each user, wherein the 
portable terminal and personal computer of each user are 
connected by a secure communication path; when the 
verification method verifies that a public key Kp of one 
user is transmitted from the portable terminal of the one 
user to the portable terminal of the other user without 
being tampered with, the portable terminal of the other user 
generates a symmetric key Kc produced using baaed on a 
second generation algorithm, while the portable terminal of 
the one user generates the symmetric key Kc produced us inn 
bQOGd on the second generation algorithm from information 
transmitted from the portable terminal of the other user in 
cipher according to the public key, then the symmetric key 
Kc is transmitted from the portable terminal to the personal 
computer of each user; and thereafter both the personal 
computers send and receive data in cipher using according to 
the symmetric key Kc. 
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23. (currently amended) The method for sending and receiving 
ad-hoc radio communication data, comprising: a portable 
terminal having a radio communication function for each uspr 
and a personal computer having a radio communication 
function for th a t arc u w i ied each user, wherein the 

portable terminal and personal computer of each user are 
connected by a secure communication path; when it is 
verified that a public key Kp of one user is transmitted 
from the portable terminal of the one user to the portable 
terminal of the other user without being tampered with, the 
public key Kp is transmitted from the portable terminal to 
the personal computer of each user, then the personal 
computer of the other user generates a symmetric key Kc 
produced , using baood on a second generation algorithm, while 
the personal computer of the one user generates the 
symmetric key Kc produced using booed on the second 
generation algorithm from information including a random 
number and an identifier for thP s econd generation algorithm 
transmitted from the personal computer of the other user in 
cipher according to the public key; and thereafter both the 
personal computers send and receive data, in cipher using 
according U» the symmetric key Kc. 
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24. (currently amended) The method for sending and receiving 
ad-hoc radio communication data, comprising: a portable 
terminal having a radio communication function for each user 
and a personal computer having a radio communication 
function for th afe — aire — owned — by each user, wherein the 
portable terminal and personal computer of each user are 
connected by a secure communication path; when it is 
verified that a public key Kp of one user is transmitted 
from the portable terminal of the one user to the portable 
terminal of the other user without being tampered with, the 
portable terminal of the other user generates a symmetric 
key Kc produced using booe d — ©** a second generation 
algorithm, while the portable terminal of the one user 
generates the symmetric key Kc produced using baaed on the 
second generation algorithm from information transmitted 
from the portable terminal of the other user in cipher 
according to the public key, then the symmetric key Kc is 
transmitted from the portable terminal to the personal 
computer of each user; thereafter both the personal 
computers send and receive data in cipher using according to 
the symmetric key Kc. 
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25. (currently amended) A recording medium recording a 
program for an ad-hoc radio communication verification 
system, wherein the verification system comprising: 

means for sending data for verification data generation 
from one data send/receive device to the other send/ receive 
device, wherein the two send/receive devices are mutually 
connected by an ad-hoc radio connection; 

in the one data send/receive device, means for 
generating verification data from the sent data for 
verification data generation produced using booed on a first 
generation algorithm and outputting the generated 
verification data to its own verification data output 
section; 

in the other data send/receive device, means for 
generating verification data from the received data for 
verification data generation produced using baood on the 
first generation algorithm and outputting the generated 
verification data to its own verification data output 
section; and 

means for determining whether the verification data at 
the verification data output sections of both the data 
send/receive devices matches mutually^ 
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wherein the first aen.r.Hnn algorithm generate * 
plurality of verification d*r a . h erein fnr 

verification data, if is determine „K- t her rhA „ 0 ^<_.<_ 
data at; the verification data n^n U t s ^ti™ a of bot - h ^ 
data send/receive devils m atch mnhiaiiy 

26. (original) The recording medium according to claim 25, 
wherein the verification data is visual or auditory 
verification data. 

27. (original) The recording medium according to claim 25, 
wherein the verification data is output at the verification 
data output section both in the visual form and auditory 
form. 

28. (currently amended) The recording medium according to 
claim 25, wherein the verification system further 
comprising: 

means for defining a function as an operator, for 
defininq a numeric on which the operator operates as an 
input to e# the operator, and for defining an operation 
result of the operator as an output of the operator; 

JP920000134US1 -21- 
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raeans for establishing a serial sequence of operators 
that are composed of more than one <hl more of operators 
arranged in series, wherein the operators relate to the same 
or different one-way functions; and 

means for letting an input to the serial sequence of 
operators be the data for verification data generation and 
an output from the serial sequence of operators or a 
corresponding value be the verification data. 

29. (canceled) 

30. (currently amended) A delivery system for delivering a 
program for an ad-hoc radio communication system, the 
verification system comprising: 

means for sending data for verification data generation 
from one data send/receive device to the other send/receive 
device, wherein the two send/receive devices are mutually 
connected by an ad-hoc radio connection; 

in the one data send/ receive device, means for 
generating verification data from the sent data for 
verification data generation produced using baaed on a first 
generation algorithm and outputting the generated 
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verification data to its own verification data output 
section; 

in the other data send/receive device, means for 
generating verification data from the received data for 
verification data generation produced usino baaod on the 
first generation algorithm and outputting the generated 
verification data to its own verification data output 
section; and 

means for determining whether the verification data at 
the verification data output sections of both the data 
send/receive devices matches mutually^. 

wherein the first generation al gorithm generate a 

plurality of verificati on data. wherein f or Pa rh 

verification data, it is d e termined whether the verifiraH^ 
data at the verification data output sections of both th*> 
data send/receiv e devices match mutually . 

31. (currently amended) A computer program product 
comprising a computer usable medium having computer readable 
program code means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said computer program product comprising computer readable 
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program code means for causing a computer to effect tbe the 
functions of claim 1. 

32. (currently amended) 34*- A computer program product 
comprising a computer usable medium having computer readable 
program code means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said computer program product comprising computer readable 
program code means for causing a computer to effect *fee the 
functions of claim 4. 4-. 

33. (currently amended) A computer program product 
comprising a computer usable medium having computer readable 
program code means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said computer program product comprising computer readable 
program code means for causing a computer to effect the -feke- 
functions of claim 9. 

34. (currently amended) A computer program product 
comprising a computer usable medium having computer readable 
program code means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
JP920000134US1 -24- 
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said computer program product comprising computer readable 
program code means for causing a computer to effect the 4rfre 
functions of claim 10. 



35. (original) A computer program product comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said computer program product comprising computer readable 
program code means for causing a computer to effect the 
functions of claim 11. 



36. (canceled) 



37. (original) An article of manufacture comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said article of manufacture comprising computer readable 
program code means for causing a computer to effect the 
steps of claim 13. 
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38. (original) An article of manufacture comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said article of manufacture comprising computer readable 
program code means for causing a computer to effect the 
steps of claim 21. 

39. (original) An article of manufacture comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said article of manufacture comprising computer readable 
program code means for causing a computer to effect the 
steps of claim 22. 

40. (original) An article of manufacture comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said article of manufacture comprising computer readable 
program code means for causing a computer to effect the 
steps of claim 23. 
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41. (original) An article of manufacture comprising a 
computer usable medium having computer readable program code 
means embodied therein for causing ad-hoc radio 
communication, the computer readable program code means in 
said article of manufacture comprising computer readable 
program code means for causing a computer to effect the 
steps of claim 24. 



42. (canceled) 



43. (canceled) 
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